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Abstract - One of the major concerns throughout the world today
is to make high quality health care available to all. Traditionally,
part of the difficulty in achieving equitable access to health care
has been that the provider and the recipient must be physically
present in the same place. Recent advances in Information and
Communication Technologies have increased the number of
ways health care can be delivered to reduce these difficulties.
Mobile phones are the most commonly used devices in today’s
scenario. The expanding use of mobile phone, telecommunication
companies added feature such as MMS (Multimedia Messaging
Service) in order to attract more customers. The Multimedia
Messaging Service (MMS) has became very popular for sending
messages containing multimedia objects such as images, audio,
or video clips among mobile users. Alongside, the need for the
secure communication became more imperative. Steganography
is the most reliable technique for hidden communication.
Hiding information, especially in images has been an alternative

solution for secret communication [2].
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I. INTRODUCTION

The Steganography is of Greek source and means
“enclosed or hidden writing”[1]. Data hiding should be used
concealed transmissions, closed captioning, indexing, or
watermarking. It is in contrast to cryptography, where the
survival of the message itself is not masked, but the content
is hidden. Steganography is implemented in different fields
such as military and Industrial applications. By using lossless
steganography techniques messages can be sent and received
securely. Traditionally, steganography was based on hiding
secret information in image files. Lately, there has been
growing interest in implementing steganographic techniques
to video files as well as audio files. The advantage of using
video files in hiding information is to be added security
against hacker attacks due to the relative complexity of video
compared to image files and audio files. Image-based and
video-based steganography techniques are mainly classified
into spatial domain and frequency domain based methods[9].

AJEAT Vol.1 No.1 January - June 2012

cover_medium + hidden_data + stego_key = stego_medium

The main aim of steganography is to hide information
in the other wrap media so that other persons will not
observe the existence of the information. This is a major
distinction between this method and the other methods of
secret exchange of information because, for example, in
cryptography, the individuals perceive the information by
considering the implied information but they will not be able
to realize the information [1]. However, in steganography, the
existence of the information in the sources will not be noticed
at all. Most steganography jobs have been carried out on
images, video clips, texts, music and sounds. For video stream
usually being accessible in compressed form, steganography
algorithms that are not applicable in compressed bit-stream
would require complete or at least partial decompression [2].
This is an unnecessary saddle best avoided. If the requirement
of strict compressed domain steganography is to be met, the
steganography needs to be embedded in the compressed
domain. Nowadays, there are large amount of video
watermarking algorithms been proposed. Some of them are
applied for compressed video.

To be useful, a steganographic technique should not be
easily detectable. If the existence of secret message can be
detected with a probability higher than random guessing, the
corresponding steganographic technique is considered to be
invalid [3]. Similar to cryptography and steganography may
suffer from the attack method (steganalysis). Much of the
research work in the field of steganalysis has been carried out
on images. One approach is based solely on the first order
statistics and is applicable only to idempotent embedding.

Steganography Terms

Carrier File : A file which has hidden information inside of
it.

Steganalysis : The process of detecting hidden information

inside a file.

Stego-Medium : The medium in which the information is
hidden.
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Redundant Bits — Pieces of information inside a file which can
be overwritten or altered without damaging the file.

II. HAAR WAVELET TRANSFORM

Wavelets are mathematical functions that were developed
by scientists working in several different fields for the
purpose of sorting data by frequency. Translated data can
then be sorted at a resolution which matches its scale [8].
Studying data at different levels allows for the development
of a more complete picture. Both small features and large
features are discernable because they are studied separately.
Unlike the discrete cosine transform, the wavelet transform
is not Fourier-based and therefore wavelets do a better job of
handling discontinuities in data [7].

The Haar wavelet operates on data by calculating the
sums and differences of adjacent elements. The Haar wavelet
operates first on adjacent horizontal elements and then on
adjacent vertical elements. The Haar transform is computed

)

One nice feature of the Haar wavelet transform is that

using:

the transform is equal to its inverse. As each transform is
computed the energy in the data in relocated to the top left
hand corner.

III. METHODOLOGY

As discussed earlier Digital video comprises a series of
orthogonal bitmap digital images displayed in rapid succession
ata constant rate. These images are called frames. The frames
in a video are nothing but normal images with some extra
information such as the index and other Meta data related to
the video [10]. Each frame can be extracted individually from
the video and can be converted into an image. This can then
be treated as the cover object and the data can be embedded
in it using one of the usual techniques used for data hiding in
images. The stego-image then obtained can then be converted
back into frames and arranged in sequence to obtain the
stego-video. This video contains the embedded data which
can be obtained by extracting each frame and extracting the
data from it.

Our technique spreads the data evenly over the entire video
instead of concentrating it in into one single frame, thereby
making the detection of the data even more impossible. For
example if there are 4 bits of data to be embedded into a video
with more than four frames then each bit will be embedded in

one of the four frames in the video. This approach gives a huge
advantage in the aspect of increasing the imperceptibility
of the data embedded into the video. Our methodology is
quite simple and unsophisticated and hence very fast when
compared to other existing techniques.

Message
Cover > Stego > Compress Stego
object system jon(Haar 1| object
4 wavelet)
Stego key
\
Cover p» Stegosystem p»  Estimate of
object decoder stego object
\
Estimate of
message

IV. THE CODING ALGORITHM

In the usual steganography algorithms, information is
hidden in the sequential pixels. Therefore anyone with the
knowledge of the coding algorithm can extract the hidden
information from the image. In this paper a new approach
has been studied for selecting pixels according to a password.
This password would enable us to select the pixels in a random
manner.

In the usual steganography algorithms, if the size of the
information is small in comparison with the size of image,
the attacker can find the pattern of altered pixels and extract
the hidden information. But in this method, information is in
random order pixels in each block, and extracting the hidden
information is difficult.

On the other hand if the size of the information is large,
the algorithm reaches the end of image. For solving this
problem, it has to return to the beginning of the image
and hide information in an empty pixel (an empty pixel is
defined as a pixel of original image that has no hidden data).
This process needs a large amount of memory to remember
all empty pixels, but in the mobile phones we have a limited
amount of memory. After all, finding an empty pixel needs a
lot of time in coding or decoding phases.
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The new method for hiding information is described here:

In this method the image is segmented into n blocks of
m pixels. Then according to the password, a block is selected
and the information is hidden in an empty pixel of this block.

The algorithm for selecting a block and an empty pixel in
that block is as follows: if the selected block starts with the
pixel number k and has m pixels then the number of the last
pixel is k+m-1.

This algorithm uses an array of size m+1 for remembering
empty pixels of current block. This array contains the number
of pixels having no data. The last cell of the array is the total
empty pixels in the current block. According to the password,
an empty pixel is selected and the last empty pixel number is
copied to this array cell. After this operation the total number
of empty pixels on the block decreases by one.

This method is also used for selecting a block to hide the
information in itself. The figure-1 shows the array before and
after selecting a pixel.
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(a) The array before selecting an empty pixel.
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(b) The array after selecting an empty pixel.

The advantage of this method is that there is no need
to search for an empty pixel in the block, because we have
the empty pixel numbers of the current block in an array.
On the other hand by dividing the image into small blocks,
it only needs a small amount of memory. We indicate that
the size of memory is a critical factor among mobile phones
applications.

If the image is very large, it can be stored on the hard drive
and only one of its blocks is transferred to the memory and
after hiding the information on that block, it is stored back on
the hard drive.

This method swaps the last cell of the array with the ith cell
of the array. The advantage of this work is that the pixels are
filled in a random order and cannot decode without knowing
the password.
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This method for hiding information in images can be used
for secure communication, copyright protection, preventing
undesirable changes in digital documents, protecting from
unauthorized copying and other applications.

V. PROPOSED ALGORITHM FOR EMBEDDING SCHEME

Let the Cover video consist of N number of frames. Each
of these frames are extracted from the video for the purpose
of embedding the data in them.

1. Read the data to be embedded and convert it into binary
form containing B bits.

2. Considering the amount of data to be embedded and the
capacity of video calculate the value of k(no. of LSB's to be
modified in each pixel), using the following formula.

K=(MAXDATA/B).Where MAXDATA=N*Height*Width

(K should not exceed 4 in order to maintain satisfactory
video quality).

3. Divide the B into N number of blocks of data. Let these
blocks be called BLi.

4. Divide each block into groups of K bits.

5. Consider one frame at a time and embed the K groups
of bits in blocks BLi into the Pixels in the corresponding
frame. For example block BLi is embedded into the ith
frame. For embedding OPAP (Optimal Pixel Adjustment
Process) is used.

6. The frames with embedded data are again combined
together to obtain the Stego-video.

VI. PROPOSED ALGORITHM FOR DECODING SCHEME
1. Read the Stego- video with .avi extension.

2. Letthe Stego video consist of N number of frames. Each of
these frames are extracted from the video for the purpose
of retrieving the data from them.

3. Calculate the value of K using the followingformula.
K=(MAXDATA/CHARBITS). Where

CHARBITS = (number of characters that have been
embedded in the video)* 8.

4. Calculate the size of block of data to be extracted from
each frame of the video using the formula
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5. Extract the BLi bits of data from the ith frame using the
OPAP technique .

6. The Extracted data which is a stream of bits should be
grouped into groups of 8 bits each and converted back
into the character format in order to retrieve the data
embedded in the video.

Video (Covering medium)

(a) Before encoding

Decrypted images

TABLE I EXPERIMENTAL EVALUATION

Carrier Embedding
File Compression | Compression and
Tvpes Size Ratio Compression
yp Time(s)
Video 1.72MB 98.7% 5.12
Video 5.23MB 98.7% 9.26
Video 4.31MB 98.7% 9.15
Audio 2.65MB 99.3% 7.24
Audio 2.88MB 99.3% 7.29
Audio 7.24MB 99.3% 12.00
Audio 3.76MB 99.3% 8.21
Text 1.59KB 99.7% 2

The probability that one can detect a stegano image is
relatively low, due to the high volume of images exchanged
between mobile phones and computers. The password is not
stored in the stegano image; therefore it is difficult to detect
the password. The decoding program fast enough to retrieve
the images with few kilobytes of memory. This approach is
used on mobile phones with no limitation for selecting the
password.
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VII. CoNCLUSION

The proposed approach used to embed any number of
files in audio or video. Precious human life could be saved
in E-diagnosis. These approaches concentrate on achieving
higher compression ratio without sacrificing the quality of
the Image. Since processing power required in the mobile
handset is limited, a new approach is developed with energy
efficient, computing efficient and adaptive image compression
and communication techniques. Performance analysis is
made in terms of accuracy and computational time, which
is a positive scope of this paper. Most of the computational
burden is reduced in Haar wavelet transform.
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